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What object is inside this frame?  It is on display at the Silk 

Museum.

It is a code sheet used during the Second World War.

What material is it made from? Natural or Synthetic (made 

by a person)?

It is made of silk.  Similar to escape maps, the silk fabric 

means it can be folded and hidden in small spaces or sewn 

into clothing.  This makes it less likely to be discovered.

Who would use this object?

It was used by secret agents of the SOE (Special Operations 

Executive) during the Second World War.  Messages were 

encrypted using the key at the bottom right of the silk cloth.

There are shortcut codes for certain phrases to make it 

quicker for radio operators to transmit the code.
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This is a very special type of code.  Can you guess what 

makes it unique?  It is called a One Time Pad (OTP).  It is 

mathematically unbreakable, as long as the users keep to 

the rules.

 Two copies exist – the sender has one and recipient 

has one exactly the same.

 It can only be used once.  Both keys should be 

destroyed after use.  If this code sheet at the 

museum had ever been used during the war, the 

one time pad should have been destroyed afterwards.  It is quite rare to have them intact like this.  

What secret messages do you think might have been sent with this code sheet? 

 The key has to be as long or longer than the message being sent.  This way there are no repetitions.

 The key has to be generated truly randomly.

Codes are broken by spotting patterns.  Can you think of patterns that might occur when writing a 

message?  - Letter frequency (E is the most commonly used letter in English); Commonly used letter pairs 

(th) and double letters (oo or ll); Commonly used words or phrases or starting and ending a message in the 

same way.  This one time pad encryption disguises these patterns to make it impossible for someone to 

break the code.  You have to have the correct key.
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Interesting Facts – How to use a one time pad.

To encrypt 

a message: 

Using the 

keyword 

“MUSEUM”

encrypt the 

message 

“HELLO”

Find H on the top row of letters in bold.  We are going to encrypt the letter H with the first letter of our 

keyword “MUSEUM”, which is M.  Look down the “H” column until you find the capital letter M.  The lower

case letter next to it is ‘Y’.  Y is your cipher text.  Do the same for the next letter in the message – plaintext 

E coded with next letter in the key U.  This gives H as the next cipher letter.  And so on (see table below).
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Plaintext H E L L O

KEY M U S E U

Ciphertext Y H Z Q L

Plaintext + KEY = Ciphertext.  To decrypt the coded message you simply reverse the process.

Ciphertext + KEY = Plaintext.  Easy for the person with the key!  Impossible for anyone intercepting the 

message to break (as long as you keep to the rules).

This is also a reciprocal key.  Letters are paired symmetrically.  This means there is less chance of the agent 

making a mistake in the coding process.  You will also see that our code sheet has slipped down a little in 

the frame and some of the bottom row of Z’s cannot be seen.  Not a problem.  As the letters are paired 

reciprocally the missing letters can be filled in easily:  Look up the column to find a lower case z.  The 

capital letter it is paired with will be the lower case letter next to the capital Z in the bottom row.

To decrypt a message:  You have received the message Y H Z Q L.  You know the key is the word Museum.

Find the capital Y in the row inside the box.  Look along the row until you find the lowercase letter m.  Look 

up to the top to see which bold letter column it is in.  You will see it is H.  This is the first letter of your 

plaintext message.  Repeat for the other letters to reveal the word HELLO.
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Can you decipher this message A Y Q Y X T L K using the One Time Pad above and the key below to 

discover the codename of the secret agent you need to deliver a message to?

Plaintext

KEY G X E N G I V C

Ciphertext A Y Q Y X T L K

Write a secret message of your own and send it to someone. 

Remember the rules for the code to be 100% secure and unbreakable: 

• only you and the person you send the message to should have the key.

• The key should be as long or longer than the message you send.  You can use a word as a key but to 

make the key truly random try writing out all the letters of the alphabet on bits of paper.  Fold them 

up, shake them around in a container and select them one by one to create a unique random key.  

You could also use scrabble tiles if you have them to hand.

• Destroy the key you have written down after use.  No one else will then be able to use it to work out 

the message.
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